Secret Net Studio. CoBMeCTMMOCTbL C APYrMMU NporpaMMHbLIMU cpeacTBaMm

CpeactBo 3awmtbl uHopmauum Secret Net Studio
CeeneHns 0 COBMECTMMOCTM C APYrMMM NPOrpaMMHbIMMU CpeacTBaMU

[JaHHbIN JOKYMEHT COAEPXUT CBEAEHUSS O COBMECTUMOCTU U ocobeHHocTsax paboTbl C3U Secret Net Studio
Bepcmn 8.8.15891.00 C ApYyrMMM NpOrpaMMHbIMM CpeaCcTBaMm NMpu COBMECTHOM (PYHKLMOHMPOBAHUN.

lMepBas rnaBa AOKYMeHTa COAEPXUT CBEAEHUS O COBMECTUMOCTU C NPOrpaMMHbIMU CpeacTBaMu, C KOTO-
PbIMM NPpOBOAUSTIOCb TECTUPOBAHNME Ha COBMECTUMOCTb.

BTopas rnaBa [OKYMeHTa COAEPXUT CBEAEHUSI 06 M3BECTHLIX 0COBEHHOCTSAX paboTbl MPU COBMECTHOM MUC-
nonb3oBaHumM C3U Secret Net Studio ¢ MporpaMMHbIMKM CPeACTBaMW, C KOTOPbIMU HE MPOBOAUSIOCH OT-
[leNlbHoe TeCcTMpoBaHWe Ha COBMECTUMOCTb.
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1. CBepgeHua 0 COBMECTUMOCTH
1.1. Npoayktbl komnauum "Kog 6esonacHocTn”

1.1.1. Secret Net LSP

1. OGecneuynBaeTcss BO3MOXHOCTb LIEHTpanM3oBaHHOIO ynpaBrieHnsi ¢ cepBepa GesonacHocTu Secret
Net Studio knmeHTamu Secret Net LSP crnegyrowmnx Bepcuii;

e 1.11;

e 1.10;

e 1.9
1.1.2. vGate

2. ObecneuunBaeTcsa coBMecTumocTb ¢ [10 vGate cnegyoLwmx Bepcui:
e 4.4 (Bknouyaa Hyper-V) — knmeHT Secret Net Studio coBMecTuM C areHToM ayTeHTudukKaumu
vGate, cepBepoM aBTopu3auumn, Hyper-V-areHToMm, vCenter-areHToMm;

e 4.3 (Bkato4as Hyper-V) — knueHT Secret Net Studio COBMECTUM C areHTOM ayTeHTuduKaumu
vGate, cepsepoM aBTopusaumun, Hyper-V-areHtoM, vCenter-areHTom.

3. He nopaepxmBaetcsi pasmelleHne cepeepa 6esonacHocTn Secret Net Studio n cepsepa aBTopusaumm
vGate Ha OQHOM KOMMbIOTEPE. YCTaHaBNMBANTE 3TN KOMMNOHEHTbI Ha Pa3HbIX KOMMbIOTEPaX.

1.1.3. "KoHTUHeHT"

4. Ob6ecneunBaeTcss COBMECTUMOCTb C MpPOrpaMMon ynpaBneHus LeHTpa ynpasneHuss cetbto AlKLL
"KOHTMHEHT" cneyoLmx BEpCu:

e 3.9.2;

e 3.9.1.2732.
5. O6ecneunBaeTcs COBMECTUMOCTb C MeHeaXepoM KoHdurypauun "KoHTUHEHT" crneayoLmx BEpCU:

e 4.1;
o 4.
6. Ob6ecne4ynBaetcsa coBmecTMMOCTb ¢ CK3U "KoHTuHeHT-AlN" cnefytoLmnx Bepcui:

o 4.1;
e 3.7.7 ncnonHenune 1 (Bepcus 3.7.7.651).

1.1.4. "Cob6onp"

7. Ob6ecneuynBaeTcs COBMECTUMOCTb C m3genuem "TlporpammHo-annapartHbiin komnnekc "Cobonb" cre-
OYIOLMX PEenu3os:

o 4.4;

e 4.3 (Bepcusa 4.3.352 koga pacwmpeHunsa UEFI/BIOS);

e 4.2 (Bepcuga 4.2.334 koaa pacwupenuna UEFI/BIOS);

e 3.1 (Bepcuga 3.1.3 Koaa pacwmnpeHunsa BIOS);

e 3.0.9 (Bepcusa 1.0.227 kopa pacwmpeHunsa BIOS).
8. Ecnun ucnonbayeTcs ceTeBOW pexum OyHKLMOHUPOBaHMS knveHTa Secret Net Studio, npy nH1Lmanm-
3auum MNMAK "Cobonb" Ha koMnbloTEpax AOMEHA yYMUTbIBAWTE crieayloLimne TpedoBaHuS:

e  1CMNOJIb3YNTE NPU perncrpaumm aaMMHUCTpaTopa OAUH U TOT XE UAEHTUhUKATOp aaMUHUCTpaTopa
(unu ero konuto). Mpu 3ToM Ha NepBOM KOMMbIOTEPE perncTpaums agMMHUCTPaTopa BbIMOJHAETCS
B peXunMe NepBMYHOW PerncTpaumm, a Ha BCEX OCTalbHbIX — B PEXMMe MOBTOPHON perncrpauuu;

e ansa komnnekcoB "Cobonb" Bepcun 3.0.9 n 3.1 ycTaHOBUTE OAMHAKOBOE 3HayeHWe napaMeTpa
"Bepcusa kpuntorpaduyeckon cxembl";

e ansa komnnekcoB "Cobonb" Bepcum 4.3 ycTaHOBUTe AN NapaMeTpa "Bepcmss MateMaTMyecKmx

npeobpaszoBaHui" 3HaveHne "1989".

9. Tlocne oOHOBIEHUS KNIMEHTA pacyeT KOHTPOJIbHbIX CYMM B MpOrpaMMHo-annapaTtHoM komnnekce "Co-
Oonb" BLINOMHAETCS NpU BTOPOK Nepesarpyske KoMnbloTepa.
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10. MMpwu nepBon nepesarpy3ke nocne ycraHoBku nnatbl 1 MO MNAK "Cobonb" Bepcum 3.0.9 npouecc KoH-
Tponsi annapaTHOM KoHGUrypauum He obHapPYXUT M3MEHEHMS B annapaTHOM KOHUrypaumm koMnbloTepa.
lMocne BTOpON Nepes3arpy3kn yCTponcTeo byneT obHapyKeHo.

11. UeHnTpanusoBaHHble 3agaHusa KL ans MNMAK "Cobonbk" oTobpaxaloTcsi B NOKanbHOM pexume nporpam-
Mbl "KOHTpOmnb nporpaMmm 1 AaHHbIX" faxe B TOM cnyyae, ecnu MNAK He ycTaHOBMNEH Ha KOMMbIOTEPE Unn
paboTaeT B aBTOHOMHOM peXUME.

12. B aBTOHOMHOM pexume hyHKLMOHMPOBaHuS knneHTa Secret Net Studio ecnv agMuHUCTpaTop BbINON-
HUT CMEHY naporns JOMEHHOro nonb3oBaTens, 3ToT nonb3oBaTtenb He cMoxeT BonTK B [MAK "Cobonbk" no
HoBOMY naponto. [Nonb3osaTento notpebyetca Bontu B NAK "Cobonbk" co ctapbim naponem, 3arpysmTb Cu-
CTEMY N CaMOCTOSITENTbHO CMEHUTL CBOM Naporib.

13. TMpu npeobpasoBaHmmn xypHana MNMAK "Cobonb" B xypHan Secret Net Studio B 3anucsax o cobbITusix
HapyLLeHMs LLeNOCTHOCTM B HEKOTOPbIX Crydasx OTCYTCTBYIOT MMEHa pecypcoB.

14. B nporpamme "KOHTponb nNporpaMm U OaHHbIX" neped CoXpaHeHWeM IobbiX M3MEHEHUN B 3adaHUsIX
KoHTpons uenoctHocth and MNAK "Cobonb" Heo6x0aAMMO BbINOMHUTL NepepacyeT KOHTPOJSTbHBIX CYMM.

15. MNocne BknoyeHusa pexuma cosmecTtHou pabotel B MAK "Cobonb" BbiNonHaeTcs aBToMatuyeckas
O4YNCTKa COAEPXKMMOrO LLIaBNOHOB KOHTPOSS LEeNIOCTHOCTMU.

16. MMpwu nogkniodeHnn Kk paboTtatoemy KomnbloTepy aucka SATA B pexnme "ropsayero BknoveHusa" (Hot-
plug) dpopmmposanHue wabnoHos KL, NMAK "Cobonb" ans pasgenoB 3Toro Amcka BO3MOXHO TOMbKO Mocne
nepesarpysku KOMnbloTEpA.

17. Mpu cuHxpoHmnsaumm HacTpoek Secret Net Studio n MAK "Cobonb" He CUHXPOHM3UPYETCS MpU3HaK
OnokumpoBku nonb3oeatens B OC.

18. B coBmecTHOM pexume c [MAK "Cobonb" Bepcumn 3.1 MOXHO ccopMupoBaTh 3adaHWe Ha KOHTPOIb
LLefToCTHOCTU TONbKO (hannos.

19. KoHTpOnb LenoCTHOCTU PECYPCOB, B MYTW KOTOPbIX MPUCYTCTBYIOT CleumanbHble CUMBOIbI (Hanpuvep,
3HaK "®"), He BbINONHSETCS.

20. [Ons agmuHucTtpaTopa MNMAK "Cobonb" He aeicTByeT pexuM "Maponb B ngeHTndmrkaTope”.

21. 3apaHHbI napameTp "MakcumanbHbIi CPOK OEWCcTBUs napons” He CUHXPOHU3UPYETCS C
MAK "Cobonb", Tak kak 3TOT napamMeTp He MCNONb3yeTCs B PEXUME COBMECTHOMO mcnonb3oBaHus MAK u
Secret Net Studio.

22. Yt06bI NpUcBOMNTL MOMnb3oBaTento ngeHtudukatop agmmHmuctpartopa NAK "Cobonb", naponb nonb3o-
BaTens AOMKeH coBnagartb ¢ naponem agmuHuctpatopa MNMAK "Cobornb".

23. B ceteBoM pexume (pyHKUMOHMPOBaHWS knueHTa Secret Net Studio ecnv gomeHHOMY nofb3oBaTento
npuceoeH naeHTudmukatop agmuHuctpaTopa NAK "Cobonb" — nonb3oBaTtens nMeeT AOCTYN Ha agMUHU-
ctpupoBaHue Bcex [AK "Cobonb" B cucteme (HE3aBMCMMO OT TOrO, KakMe KOMMbHTEPbI NepevncrieHbl B
CrucKe JOCTYMHbIX nonb3oBatento). MNpun 3ToM CMEHUTL CBOW Maporsib Mob30BaTeNb MOXET TOMBbKO Ha TeX
KOMNbIOTEpPax, KOTopble NepeyvncrieHbl B Cnucke (Mpu yCroBUM HanuMyns Ha KOMMboTEPE MOAKITIOYEHHOro
MAK "Cobonb").

1.1.5. "KoHTUMHeHT TLS-knueHT"

24. Ob6ecne4nBaeTcsa coBMecTUMOCTb ¢ CKBU "KOHTUHEHT TLS-KnueHT" crnegyoLwmx Bepcui:

e 2.0.1482.0;

1.1.6. Jinn-Client

25. Ob6ecneunBaeTcsa coBmectTumocTb ¢ CK3W Jinn-Client Bepcuii 1.0.3055, 1.0.3050.3.
26. Ecnu B Secret Net Studio BkMoYeH MexaHM3M 3aMKHYTOW NPOrpaMMHON cpefbl, TO COBMecTHas pabo-
Ta ¢ CK3U Jinn-Client obecneunBaeTcs nNpu OTKMIOYEHHOM KOHTPOJSIE CKPUMTOB.

1.2. AHTUBMpPYCHbIE CpeACcTBa 3alWMUThbI

1.2.1. O6uwee

27. He noppepxuBaetcsa coBMecTHas paboTa mexaHnama aHtueupyca Secret Net Studio ¢ aHTUBMpPYCHBIM
MO cTopoHHMX npoussoauTenen. Mpu ncnonb3oBaHMN CTOPOHHEro aHTuBMpYycHoro MO pekomeHayeTcs B
HacTpowkax aHTuBMpyca A00aBnATb B UCKIIOYEHWS KaTanor ycTaHoBKM knueHTa Secret Net Studio co Bce-
MU nogkatanoramu. Ecnv HEBO3MOXHO OTKMOUYUTL NMPOBEPKY BCEro katanora (M3-3a nonutuku 6esonacHo-
CTM N Hanmu4usa UCMOSHAEeMbIX Moaynen) — obssaTtenbHo ykaxute nogkatanoru \GroupPolicy, \icheck n
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\etalons. Kpome TOro, ecnu Bkno4yeHa TpaccupoBka paboTbl Secret Net Studio, fob6aBbTe B UCKNHOYEHMS
ans aHTmBMpyca nanky %ProgramData%\Security Code\Secret Net Studio\Logs. B npoTuBHoM cny4dae pa-
60oTa cucTeMbI CYLLLEECTBEHHO 3aMeAUTCS, U MOTYT BO3HMKaTb cOOM.

1.2.2. NMpopaykTtbl koMnaHum "Jlaboparopua Kacnepckoro™

28. ObecneumnaeTcsa coBMecTMMOCTb ¢ "Kaspersky Endpoint Security ona Windows" crniegyrowmx Bepcui:

e 11.6;
e 10.3.3.304.

29. CoemecTHas paboTta ¢ "Kaspersky Endpoint Security gna Windows" Bo3aMoXxHa co criefyowmmMmm orpa-
HUYEHUAMU:

e MPWUIOXEHMNE AO/MKHO 6bITb YCTaHOBAEHO 6e3 Moaynen wudpoBaHnsa AUCKOB U (Gainios;

e TMpV COBMECTHOI paboTe MposABNAKTCA 3a4€pPXKW B Mnpoueaype Bxoda Mosjib3oBaTeNs B CUCTEMY
(Ha aTane 3arpy3ku Npodwuas NonbL30BaTeNsa), a TakxXe Npu Nnepexoaax no KaTanoram Ha CeTeBblX
ANCKax;

e [ON1S yCNewHON YCTaHOBKM KOMMOHEHTOB CETEBOWN 3alUMTbl Nepes YCTaHOBKOW KaneHTa Secret Net
Studio pekoMeHAyeTCs YCTaHOBUTb BCe AOCTYMNHble obHoBNeHns Kaspersky Endpoint Security.

30. B ceTeBom pexume yHKLUMOHUPOBaHUS knneHTa Secret Net Studio ecnv Ha KOMNbIOTEPE YCTAHOBIIEH
komnoHeHT Kaspersky Anti-Hacker, B ero HacTporikax HeobxooMMo nMbo OTKMUYUTL NPOBeEpPKY Tpaduka
SSL, nnbo BHecTn ncnonHsaembin pain OmsHost.exe B CNMCOK JOBEPEHHbBIX MpOrpaMM 1 co3gaTh npaBu-
na gns noptos 443 n 389.

1.2.3. Mpopayktbl kKoMmnaHuum "JokTtop Beb"

31. O6ecne4ymBaetca coBMecTumMocTb ¢ Dr.Web Enterprise Security Suite cnegytoLmx Bepcun (C y4eToM
0o6LWKMX pekoMeHaaunn Ans COBMECTHOM paboTbl C aHTUBMPYCHBIMWU CPEACTBAMU 3aLUUThI):

e 12;
e 11.5.

32. CoBmecTHasi pabota ¢ npunoxeHusmu "Dr.Web Enterprise Security Suite”, "Dr.Web AHTuBMpYC" U
"Dr.Web Security Space" BO3MOXHa CO CreayrLMMn orpaHUYeHNsIMu:

e ecnu BKOYeH 6paHaMaysp, nepesn ycTaHOBKOM KnnveHTa Secret Net Studio Heob6xoauMO mAn oT-
KnounTe 6paHaMaysp, WAM co3aaTb MNpaBuia pa3spelleHus CeTeBbliX coeauHeHuin ans LDAP-
noptos 50000, 50002, 50003. lNocne yCcTaHOBKMW KAMEHTa AO0MXHbI 6biTb CO34aHbl NpaBuna pas-
pEeLLUeHNs CEeTEBbIX COeAMHEHUIM ansa npoueccoB Snichecksrv (nmopt 21327 1 ykasaHHble LDAP-
nopTbl) U SNHWSrv (nopT 21326). MNMpaBuna MOXHO co34aTb HA OCHOBE 3anucel B CTaTUCTUKE CO-
eanHeHurt 6paHamMayspa. Takxe, ecnm B CTaTUCTUKE COEAMHEHUI MPUCYTCTBYIOT 3anmMcu O NomnbIT-
Kax coeauHeHus co CTopoHbl npouecca Windows Logon User Interface Host (Ha OC Windows 7),
Heob6xoAuMO co3aaTb NpaBWMIIO A8 3TOro nNpoLecca M COOTBETCTBYLWero nopta. MNpu oTcyTcTBUM
paspeluarowmx rnpasBma MOryT BO3HMKaTb owMbKkM n cbom paboTbl CMCTEMbI — HaNpuMMep, OWNBKK
CMHXpoHM3aumn ¢ b KU-3MNC nnu 3aBucaHnsa npu pa3bnokMpoBKe KOMMbIOTEPA MM MPU BbiXOA4e
M3 CRsiLLero pexuma;

e MpW MNOSIB/IEHMX 3anpocoB bpaHAMayspa Ha pa3pelleHne CeTeBbIX BbI30OBOB A/ 3anyCKaeMblix
noacuctem knueHTta Secret Net Studio (npu yCcTaHOBKe KIMEHTa Wan Mo3xe B npouecce PyHKUN-
OHUpoOBaHua) — HeobxoaMMo BbiGMpaTb BapuaHT pa3spelieHns paboTbl COOTBETCTBYHOLLMM CIYyX-
6am no ymonuanuio (6e3 noaTBepxaeHus).

33. lpeseHTuBHas 3awmta Dr.Web Enterprise Security Suite 6nokmpyeT HU3KOypOBHEBbie onepauum ¢
OUCKOM, B CBA3U C YeM ONOKMPYIOTCHA onepaumn BKMIOYEHUSA M OTKMOYEHUS MexaHu3Ma 3alliuTbl JUCKOB
Secret Net Studio. Ha dyHKUMOHMpOBaHUE MexaHuM3Ma 3aluTbl Ancka pabota NPeBEHTMBHOWN 3alUUTbl He
BNUSET.

PekomeHpauuu: [Ins BKNOYEHNS M OTKMIOYEHNS MeXaHWU3Ma 3alnTbl auckoB Secret Net Studio npeaBapuTensHO OTKMOUMTE
MpeeHTuBHYIO 3awwuTy Dr.Web Enterprise Security Suite.

34. Tpwu yctaHosneHHoM DrWeb agent Bepcumn 12.0.1 HEBO3MOXHO YCTAHOBUTbL KOMMOHEHTbLI CETEBON 3a-
wmThbl Secret Net Studio.

1.3. Apyrue cpeacrtBa 3awmTtbl MHpOpMaUuum

1.3.1. ViPNet Client

35. ObecneunBaetca coBmectumocTsb ¢ MO ViPNet Client Bepcun 4.5.3.65102. NMpu BKIHOYEHHOM KOHTPO-
ne NOTOKOB COBMECTUMOCTb 0becneunBaeTcs He B NOMHOW Mepe.
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36. [nsa koppekTHoro dyHkumoHupoBanus MO ViPNet Client npy paboTe B kOHpMAEHUMATBHBIX CECCUAX
Heo6X0AMMO BbINOSHUTL CreaytoLlne OERCTBUS:

Ecnu npunoxeHue KAneHTa NoyToBoOlM cuctembl U3 coctasa MO ViPNet Client paHee He UCnonab30-
BaJIOCb, BbINOMHUTE €ro 3anyck B HekoHdUAeHUManbHOW ceccum n oTnpasbTe nboe noytosoe
coobuieHue.

B nporpamMme HacTpoMKM MOACUCTEMbI MOJSIHOMOYHOMO YMpaBfieHMs AOCTYNOM BbINMOMHUTE crneany-
lowme AencTems:

OTknounTe pernctpaumnto coboituii obpawieHns k log-cdavnam MO ViPNet Client. [ins 3Toro B

cnuncok pasgena "BpydHyto | Obwume | Ayamnt" gobaBbTe cnepytoume CTPOKN:

\infotecs\vipnet client\cryptapi.log
\infotecs\vipnet client\iplircontrol.log
\infotecs\vipnet client\Monitor.log
\infotecs\vipnet client\Monitori.log
\infotecs\vipnet client\rfacnmgr.log
\infotecs\vipnet client\rfmgr.log
\infotecs\vipnet client\rfmgrui.log

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe
client\iplir.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe:

client\iplirmain.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe:

client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe:

client\mftp.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\Monitor.exe:

client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe:

client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\rfmgrui.exe:

client\rf.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe:

client\wmail.ini

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe:

client\appwhere.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe:

client\sesalrt.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe:

client\ab.hst

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe:

client\shared.cfg

\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Cli-
ent\Monitor.exe::\infotecs\vipnet client\monitor.log
\Device\HarddiskVolume2\Program Files\InfoTeCS\ViPNet Client\wmail.exe
client\mftp.ini

B kntoue cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnFMac\Params co-
3aarTe napameTp ProcNotUpFile Tvna REG_MULTI_SZ (ecnu Takom napaMeTp OTCYTCTBYET) U AO-
6aBbTe B CMNCOK 3Ha4YeHW 3TOro NapaMeTpa crneayrowme CTpoOKu:

:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet
:\infotecs\vipnet

:\infotecs\vipnet

:\infotecs\vipnet

Mpumeyanue: Mpumepsl NyTel npuBeaeHsbl Ang cnyyas, ecnn MO ycTaHOBMEHO B kaTtanor no ymonyaHuio. HavanbHas Yactb
nytn \Device\HarddiskVolume?2\ yka3sbisaeT Ha cuctemHblit auck C:\. MyTb k ucnonHsiembim dainnam B JaHHOM dopmate npu-
BOAMTCS B 3anmcsx xypHana Secret Net Studio — B AONOMHUTENBHBIX OMMUCaHUsIX CODbITUIA KaTeropum "ToNHOMOYHOE yrpaB-
neHve goctynom".

1.3.2.

"Kpuntolpo CSP"

37. ObecneunBaeTcs COBMECTUMOCTb co cneayowmmu Bepcuamm CK3U "Kpuntollpo CSP":

5.0.12000;
5.0.11455;
4.0.9963;
4.0.9944.

38. T[pu coBmecTtHon pabote ¢ 10 "Kpuntollpo" HeobxoamMMo ycTaHaBNMBaTb ApaniBepbl 1 NPOrpaMmMHoe
obecnedveHne ansa paboTbl NepcoHanbHbIX UaeHTUdUkaTopoB (Hanpumep, eToken unu Rutoken) nocne
yctaHoBku 10 "Kpuntollpo". Ecnu cpeactsa noaaepXku nepcoHanbHbIX uaeHTUudmkaTtopoB Gbinn ycra-
HoBMeHbI paHee, nocne yctaHosku MO "Kpuntollpo" nx Hy>KHO NnepeycTaHOBUTb.
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1.3.3. InfoWatch

39. O6ecneunBaetcsa coBmecTMocTb ¢ InfoWatch Device Monitor cnegyrowmx Bepcui:
e 7.0;
e 6.11.

1.3.4. Solar Dozor

40. O6ecne4ynBaeTca coBMecTUMOCTb ¢ Solar Dozor.

1.4. CucrTembl BUpTyanu3aauum

1.4.1. O6uwee

41. MexaHuam 3awuThl "[loBepeHHasa cpefa” u3 coctaBa knmeHTa Secret Net Studio He dyHKUMOHMPYET B
BUPTYyanbHOW cpeae.

1.4.2. Citrix

42. Ob6ecneunBaeTcst COBMECTUMOCTb cO criegytoimmum sepcusmu MO Citrix (¢ yueTom ocobeHHocTen, us-
NOXEHHbIX HMXE):

e Citrix XenApp 7 1912 LTSR;

e Citrix XenApp 7.15;

e Citrix XenDesktop 7 1912 LTSR;
e Citrix XenDesktop 7.15;

e Citrix PVD.

43. TMpu Hanunumm Ha komnbtoTepe O Citrix (yctaHoBneH areHT VDA 13 coctaBa KoMnoHeHToB Citrix)
apaniBep-bunbTp YCTPOMCTB cuctembl Secret Net Studio aBTomaTtnyeckum nepeBoguTCs B PEXUM COBMe-
CTUMOCTW 41151 KOPPEKTHOWM accoumaumm dusundeckmx n normdeckmx USB-guckoB. NepBoe BKIOUYEHNE 3TOrO
pexvMa conpoBoxpaetcsa cpabaTtbiBaHMEM (PyHKLUMOHANbLHOro KOHTpons Bo Bpems 3arpy3ku OC ¢ coob-
LEHNEM O HapyleHun KoHdurypaumm cpeabl. Ona npoaomkeHuss paboTel Heobxooumo nepesarpysuTb
komnbioTep. CpabaTbiBaHe (PYHKUMOHANBHOIO KOHTPOMS MPOMCXOOUT OOHOKPATHO, U criegyloLllme 3arpys-
KV BbIMOSHAKTCA LUTATHO C OENCTBYIOLLMM PEXUMOM COBMECTUMOCTU. Takke B criydae yganeHust yKasaH-
Horo komnoHeHTa MO Citrix oTknoyaeTca pexum coBmectumocTn B Secret Net Studio, yto aHanormyHo
NPUBOAMUT K OQHOKpaTHOMY cpabaTtbiBaHMO PYHKLMOHANBHOIO KOHTPOMSA Npu cneayoLen 3arpyske.

44. B MO Citrix ncnonb3oBaHue YCTPOMUCTB Ha KOMMbOTEPaX-KNMEHTax MOXeT ObITb peanns3oBaHo B ABYX
BapuaHTax: 1) obwee nepeHanpasneHne USB-ycTponcTs (generic USB redirection), npumeHsemoe B npo-
aykte XenDesktop; u 2) nepeHanpaBneHne Yepes BuUpTyarbHble kaHanel (virtual channels), npyumeHsiemoe
B npoayktax XenDesktop n XenApp. lNMpu cosmecTtHon paboTte ¢ MO Citrix B cucteme Secret Net Studio
obecneynBaeTcs NMOJTHOLIEHHBIA KOHTPOSb TOMNbKO ANS YCTPOWCTB, NOAKMIOYEHHbIX K BUPTyanbHOMY pabo-
4YeMy CTONly B MEPBOM BapuaHTe — TaK Kak B 9TOM Clly4yae YCTPOWCTBO "nepenogkntoyaeTtcs” K cucteme,
ONS Hero yctaHaBnMBalOTCsl COOTBETCTBYIOLLME ApanBepbl U Np. [ns yCTPOWCTB, NepeHanpaBnsiemMbix Ye-
pe3 BUpTyanbHble KaHamnbl, HE0OOXOAUMO MCMONb30BaTb CPEeACTBA KOHTPONSA M GIOKMPOBKM B MONMTUKAX
BesonacHocTw Citrix.

Mpumevanue: BapuaHT obuiero nepeHanpaenerus USB-ycTpoicts Citrix He NOAAEPKMBAETCS ANs YCTPOMCTB, NOLKITHYEHHBIX
k noptam USB 3.0. Kpome Toro, Anst HEKOTOPbIX KNACCOB YCTPOACTB TakoW TUM NepeHanpaBneHnst OTKIIOYEH No ymonyaHuto. B
BapuaHTe NepeHanpaBrneHus Yepes BUPTYanbHbIE KaHarbl HyHO Y4YWNTbIBaTb, YTO €CMM AMs YCTPOACTBA HE MpeayCMOTPEHO
MCMONb30BaHNe BUPTYarbHOMO KaHara, CUCTEMa BbIMOMNHSET NepeHanpaBeHe 3Toro YCTPONCTBA NepBbIM Crnocobom.

PekomeHpauuu: lNpn HeobxoammocTu obecrneumTs KOHTPOMb YCTPOICTB cpeacTeamm Secret Net Studio HacTpoiite napameTpbl
nepeHanpasnenus B nonutukax Citrix. Ceedenns o nonutukax oM. http://support.citrix.com/proddocs/topic/xenapp-xendesktop-
76/xad-policies-article.html.  CeegmeHnss 0 KoHcpurypupoBaHum — obliero  nepeHanpasneHnss  USB-yctpoiicte  cm.
http://support.citrix.com/article/CTX137939. OcHoBHbIE MapaMeTpbl, ONpeaenstoLe NepeHanpaBneHne YCTPOCTB:

e ans USB-yctpoiicTs:

Client USB device redirection

Client USB device redirection rules

Client USB plug and play device redirection
e NS OPYTVX YCTPOICTB:

Client COM port redirection

Client LPT port redirection

Client Drive redirection
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45, Ha komnbloTepe nog ynpaeneHnem HecepBepHon Bepcun OC (Windows 7/8.1/10), KOTOPbIA UCMOSb-
3yeTcsl AN npefocTaBreHus BUpTyanbHbIX pabouymx ctonoB (XenDesktop) nnu npunoxenun (XenApp),
MO Citrix peannsyeTt ocobbli NOpsaoK paboTbl C ceccusiMm norib3oBaTernier Npyu co3gaHnn NoLKITHYEHUNA.
M3-3a 3TOro BO3MOXHbI CUTYaLMKN 3aLMKNMBaAHNSA U BNOKUPOBKM CECCUIA B CNEOYIOLLMX CryYasX:

e  €C/IN BKJTIOYEH PEXMUM KOHTPOJIS MOTOKOB KOHMMAEHUMANbHOW MHMOpMaumMM C napaMeTpoMm "cTpo-
A KOHTPOJIb TEPMUHAJbHBIX MOAKIIOYEHUIA" N BXOA BbINOSHAETCS C KOMMbiOTEPA, HA KOTOPOM He
BKJIIOYEH PEXWUM KOHTPOSI MOTOKOB;

e  eC/n NloKanbHO BO306HOBNsETCA npepeBaHHasaA ceccunsa nosib3oBaTtend.

PekomeHpaumm: KoppekTHoe B3aMMOZENCTBIE C MEXaHM3MOM 3almTbl Bxoaa Secret Net Studio obecneunsaetcs, ecnv ans
BMPTyanu3auun paboumx CTONOB 1 NPUNOKEHMIA MCMONB3YTCA KOMMbLIOTEPHI NOA YrpaBneHnem cepsepHbix Bepcuit OC.

46. Bawwmta cepsepa npunoxeHun Citrix XenApp obecneumBaeTcs co cneayloLwmmMmm 0COBeHHOCTAMMN:

e [1na KoppeKkTHOM paboTbl NOACUCTEMbI KOHTPOS MedaTu OTKJK4YMTe HacTpoliky "Isolate Applica-
tion" ana ony6/nMKoBaHHbIX NPUNOXEHWNIA.

e PerucTpaums neyaTv AOKYMEHTOB M3 OMYy6AMKOBAHHbLIX MPUIOXKEHUI OCYLLECTBASIETCA Ha cepBepe
NpuUnoXxeHuii (B TOM UMUCie 1 NpU UCMOMb30BaHUM NIOKANbHOMO NMPUHTEPA Ha KOMMbIOTEPE—KIINEHTE).

e [Ing KoppeKkTHOW paboTbl C KOHMMAEHUMANbHLIMU OOKYMEHTaMU OTK/IOUMTE BO3MOXHOCTb MC-
MoJsIb30BaHMS JIOKAJIbHbIX AMCKOB KOMMblOTEPa (KAMeHTa) ANns onybamMKoBaHHbIX MPUIIOXKEHUN.

e [lpn uncnonb3oBaHMM MexaHM3Ma MOSIHOMOYHOrO YyrpaBfeHUs AOCTYNOM B peXuMe KOHTponsd
MOTOKOB C BKJIIOYEHHbIM [AOMOAHUTENbHBbIM NapaMeTpoM "CTpOrMh KOHTPOSb TepMWHanbHbIX
NOAKKYEHNIA" [N TEepMUMHANbHOrO BxOAa B KOHMMAEHUMANbHbIX Ceccusix He cnepyer
MCNOAb30BaTb YYETHYIO 3annucb agMuHucTpaTtopa Citrix.

1.4.3. VMware

47. ObecneuynBaeTcsi COBMECTMMOCTb ¢ cuctemamm VDI Ha 6a3ze VMware Horizon criegyowmx Bepcuin (c
Y4E€TOM OCOOEHHOCTEN, UITTOXKEHHDbIX HXKE):

e 82103;
e 7.13.

48. Tlpu paboTe c BUpTyanbHbIMW MalluHamu Ha 6ase VMware BO3MOXHa CUTyauus, Koraa BupTyansHoe
YCTPOWCTBO HE OTNpaBnsdeT yBegomrieHne o6 M3MeHeHWM CBOero cocTtosiHudA. M3-3a atoro B gepese
YCTPONCTB MOXeT oToOpaxaTbCs YycTapeBllas WHgopmaumss 0O yCTpoWcTBe, M B XypHane Secret
Net Studio He perncTpupyeTcs COOTBETCTBYHOLLEE COOLITUE.

PekomeHpaaumum: [ns ucknioyeHns nogobHOro noBeAeH!st B KOHUIypaLMOHHBbIiA ¢hain BUPTYanbHON MalkHbl Job6aBbTe na-
pameTp usb.EnablePnpMgr = "TRUE".
1.4.4. Microsoft

49. Ob6ecneunBaeTcsl COBMECTUMOCTb C NIOBbLIMU LUTATHBIMU CUCTEMAMU TEPMUHANBHOMO AOCTYMNa B paMm-
kax nogaepxusaembix OC.

Mpumevanue: Cnincok nogaepxusaembix OC npuseaeH B gokymeHTe "CpeacTso 3awmTbl MHGopmaumm Secret Net Studio. Py-
KOBOACTBO aAMMHUCTPATOPa. YCTaHOBKA, YNpaBiieHNe, MOHUTOPUHT W ayauT" (cM. pasaen "TpeboBaHus K annapaTHOMY U npo-
rpaMmmHoMy obecneyeHnto").

50. Ob6ecneunBaeTcs COBMECTMMOCTb C CUCTEMaMu BUpTyanu3auum Ha 6ase cnegytowmx OC:

e Windows Server 2019;
e Windows Server 2016;
e Windows Server 2012/2012 R2.

1.5. OdomcHbIe NpUNoXXeHUs

1.5.1. Microsoft Office

51. Ob6ecrneunBaeTcs COBMECTUMOCTL CO crneayowmmmn sepcusmmu Microsoft Office Word, Excel (¢ yueTom
OCOBEHHOCTEN, U3NMOXEHHbIX HUXE):

e 2019;
e 2016;
e 2013.
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52. Ecnun npoucxoaat owmnbkm npu 3arpyske nnarmHoB Secret Net Studio B npunoxenus Microsoft Office,
3TU NPUIMOXKEHUST MOTYT OTKIIOUUTL aBTOMATUYECKYH 3arpy3Ky MrarMHoB. OTO NPUBEAET K HEBO3MOXXHOCTHU
KOPPEKTHOM Nepegayn napameTpoB nevaT 4OKYMEHTOB B NOACUCTEMY KOHTPONs nevatu. B yacTtHocTu, He
OyaeT yunTblBaTbCHA 3afaHHOE KONIMYECTBO KOMWIA pacnevyaTbiBaeMbIX AOKYMEHTOB U MOTYT HenpaBWibHO
obpabaTbiBaTbCA NapaMeTpbl NeYaT HECKOMbKMUX CTpaHuL Ha nucte. Kpome Toro, B XpaHUnuLLe TeHeBOro
KonupoBaHusa ByaeT CoXpaHaTbCS He BeCb JOKYMEHT, a TONbKO Ta ero yacTb, KoTopasi 6bina oTnpasneHa
Ha nevaTb.

Pekomenpauumu: ns peLlueHna I'IpO6J'IeMbI BbINONHMTE CneayoLline JEncTaust ¢ napameTpamn CUCTEMHOIo peecTpa.

e yparute napametp (napameTpbl) HKCU\Software\Microsoft\Office\<Ver>\<App>\Resiliency\Disabledltems, roe <Ver> —
Bepcus MSOffice (15 — 2013, 16 — 2016, 2019), a <App> — npunoxerue Office (Word, Excel);

e BOCCTAHOBMTE 3HayeHne 3 ana napavmetpa LoadBehavior (mvn  REG_DWORD) B kriove  (koyax)
HKLM\Software\Microsoft\Office\<App>\Addins\<Plug-in> (ecru yctaHoBneHa 32-paspsgHas Bepcust Office B 64-
paspsigHoin OC — kntow HKLM\Software\Wow6432Node\Microsoft\Office\<App>\Addins\<Plug-in>), roe <App>— npurno-
xenne Office (Word, Excel), a <Plug-in>— wumsa nnaruHa, cooteetcTaytowlero npunoxeHuno Office (SnMsoWord-
Agent.Addin unn SnMsoExcelAgent.Addin).

53. Ecnmn nakeT Microsoft Office yctaHoBneH 6e3 nogaepxkn VBA (Visual Basic for Application), npuno-
xeHus Office PyHKUMOHMPYIOT CO cneaywmmMm 0COOEHHOCTSAMM:

e PV BK/KOYEHHOM pEXWME KOHTPOMSA MnedvaTu AN OTKPbIBAEMbIX [OKYMEHTOB MOryT BblBOAWUTLCS
npeaynpexaeHus o6 oTCyTCTBUM NOAAEPKKN MaKpOCOB U 3/1IEMEHTOB YNpaB/ieHus;

e CO34aHMe M pepakTupoBaHue darina wabnoHa Normal.dot/Normal.dotm Heob6xoaMMO BbIMONHATL
npu OTK/IIOYEHHOM pEeXMME KOHTPO/IS NeyaTu.

54. B npunoxeHusx Microsoft Office Bepcun 2013 1 Bbille Npy BKIKOYEHHOM peXmnme MapKUpoBKM C pac-
LMpeHHon 06paboTKon UTHOPUPYIOTCA NapaMeTpbl nedyaty ABYX unu 6onee cTpaHuL Ha NUCTe, 3afiaHHble
B MPUNOXeHum (13-3a ocobeHHOCTeN peannsaLmm nevaT B 3TUX NPUNOXKEHUAX).

PekomeHpaumu: |-|pVI HEobX04MMOCTH NeYaTi HECKOMbKNX CTpaHuy Ha nucrte MCI'IOJ'Ib3yl7ITe napameTpbl B guanore HaCTpOVIKM
neyaT anda npuHTepa.

55. Tlpu nepexoage c Microsoft Office npegpigywux sBepcuii Ha Bepcuo Microsoft Office 2013 Bo3amoxHa
HEeKOppEeKTHas perucTpaumsi CUCTEMHOro MHTepdenca, KOTopbld UCNONb3yeTcs Ans paboTbl NOACUCTEMBI
KOHTpOnsa neyaTtn. B pesynbTaTe 3TOro, Npu BKMOYEHHOM peXnme MapKUpPOBKW C paclumMpeHHon obpaboT-
KoW, B HekoTopbIx npunoxeHusax Microsoft Office 2013 (Hanpumep, Microsoft Excel) moxeT 6nokupoBatbcs
neyaTb JOKYMEHTOB — MOCIe OTNPaBKW Ha fnevyaTb NOBTOPHO BbIBOAUTCH AMaror HacTporKKU, HO caM LOKY-
MEHT He pacne4vaTbiBaeTcs.

PekomeHpaaumu: [Ing BOCCTAHOBNEHUS BOSMOXHOCTM neyaTi OTKPOWTE OKHO KOMaHAHOW CTPOKM, BbIMOMHMB 3amyck OT UMEHU
agMUHUCTpaTopa, U BBeAnTe KOMaHabl:

o ans 32-paspsigHon OC:
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll
o ans 64-paspsigHon OC:
c:\windows\syswow64\regsrv32.exe c:\windows\syswow64\oleacc.dll
c:\windows\system32\regsrv32.exe c:\windows\system32\oleacc.dll

56. B HekoTopbix npunoxeHusx (Hanpumep, Microsoft PowerPoint 2013) npu BKMOYEHHOM pexume Map-
KMPOBKM (CTaHZapTHasi UnNu paclumpeHHasi obpaboTka) nnm pexume TEHEBOro KOMMPOBAHUSA LOKYMEHTOB
npu neyYaTm MOXeT He YYMTbIBaTbCSH KONMYECTBO KOMWIA, 3ajaHHOE B AMariore HacTPOWKWU neyaTtn B Npumo-
XeHuu. B Takux cnyyasix BbINOMHSAETCS NeyYaTb OOHOro aKk3eMnnsipa AOKyMeHTa.

57. Ecnun B gokyMeHTe Microsoft Excel Ans nucTtoB ykasaHbl pa3nuyHblie 3Ha4YeHnst napameTtpa "KayecTBo
neyatn" (Hanpumep, Ana Tabnuusl Jlnct1 ykasaHo 3HadeHue "600 Touek Ha Atonm", a ana Tabnuubl
JInct2 — "1200 Touek Ha aronm"), Npy OTNpaBke 3TUX NIMCTOB Ha NeYyaTb MOryT CO3AaBaTbCsA HECKOMbKO 3a-
AaHun nevatu. MNogpobHble cBegeHus o6 atom cm. http://support.microsoft.com/kb/168563. MNpn BkMOYEH-
HOM pexume MapKMpoBKWM (CTaHOapTHas MnM pacwmpeHHas obpaboTka) nogcucTema KOHTPOMs neyatwu
obpabaTbiBaeT NonyyYeHHble 3a4aHnsA neyvaTtu AOKYMEHTa No OTAENbHOCTU, B pesynbTaTe Yero AOMNOfHu-
TEeNbHO MOTYT NPOSIBNATLCA creayoLime oco6eHHOCTH:

e auanor ans BBOAA 3HA4YeHWUI B HaCTpaunBaeMble€ MNOJIA MapKepa BbIBOAUTCA HECKOJIbKO pa3 — No
KONMN4YeCTBY 3ajaHun neyaTu,;

e pacrneyaTbiBAeTCs HECKOJIbKO CTPaHMUL C MapKMpoBKOM Ha 06paTHO CTOPOHE NUCTa;
e B XypHane Secret Net Studio permcTpupyeTcsi HECKOJIbKO rpynn cobbiThiA nevyaTu.

PexomeHpaumu: Ykaxute 405 AOKyMEHTa OfMHAKOBbIE 3HauyeHns napameTpa "KavectBo nevatn" (cBeLenus o crnocobax us-
MEeHeHus 3HayeHnin cM. http://support.microsoft.com/kb/168563).
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58. B npunoxeHnun Microsoft Excel npy neyatm OOKyMEHTa MOXET HECKOSNbKO pa3 BbIBOAUTLCSA Ouanor
ONS BBOOA 3HAYEeHUWN B HacTpavBaeMmble nons mapkepa. [laHHas ocobeHHOCTb NposiBAsSeTCH nNpu cregyto-
LLMX YCNOBUAX:

e  BKJIIOYEH PEXMM MApPKUPOBKU CO CTaHAApTHOM 06paboTkoii;
e Me4yaTb BbIMOJHAETCS Ha NMPUHTEP C aKTUBHOW (PyHKUMEN ABYCTOPOHHEN neyaTu;
e B NpuIOXeHUU BblibpaH pexunm "HaneuaTtaTb BClo KHUry" (Print Entire Workbook).

PekomeHaaumm: YkasbiBaiiTe OAMHAKOBble 3HAYEHWs B HacTpauBaeMblX MONAX Mapkepa B NOSBNAIOWMXCA Avanorax uiu
BKITIOYMTE PaCLLMPEHHYt0 06paBoTKY ANs pexuma MapKUpOBKM.

59. Tpwu BKMOYEHHOM peXUME MapKMPOBKM C pacluMpeHHo obpaboTkomn kaTeropusi KOHUAEHLNnansHo-
CTK pacrneyvyaTbiBaeMoro JOKyMeHTa onpegenseTcs crnegyowmm obpasom:

e eC/IN AOKYMEHT 3arpyXeH m3 ¢arina B npmnoxerHme Microsoft Word vnu Excel n He 6bin moandm-
LMpOBaH nepeps neyaTtbio — KaTeropus KoHMOUAEHUMANbHOCTM MPU NedyaTy onpenensercs no Ka-
Teropuun danna;

e BO BCEX OCTasIbHbIX C/y4yasx KaTeropus KoHOUAEHLMaNbHOCTN AOKYMEHTa Npy nNeyaTn onpeaens-
€TCA MO YPOBHKO Mpouecca, M3 KOTOPOro OCyLecTBAseTcs nedyaTb (MpU OTKIOYEHHOM pexume
KOHTPONS MOTOKOB — MpoOLEecCcy npucBamBaeTcs YpOBEHb KOH(MWUAEHUMANbHOCTM, paBHbIN
HauBbICWIEN KaTeropnm KOHMPUAEHUNANBHOCTU OTKPbIBABLUNXCSA (alinoB, Npu BKIIOYEHHOM peXun-
Me KOHTPOJIsi MOTOKOB — MpOLEeCcCy NPMCBanBaETCs YPOBEHb KOH(PUAEHLNANBHOCTU Ceccun).

60. B npunoxeHusax Microsoft Office nsmeHeHns OOKyMeHTa COXpPaHSATCA He B UCXOOHOM dhanne 3Toro
OOKYMeHTa, a B HOBOM dhawne ¢ TeM xe nMmeHeM. 1o aTon npuymHe B YCNOBUAX AUCKPELIMOHHOIO W/unu
NMONMHOMOYHOIO pas3rpaHnYeHnsa JOCTyna pekoMeHayeTCs yCTaHaBNMBaTh HyXXHble NpaBa 4OCTyna U KaTero-
pyn KOHPUOEHUMANbHOCTM HEe HENOCPEACTBEHHO Ha cam dhalif, a MCNoNb30BaTb MEXaHM3M HacneaoBaHus
Ansi KaTanoroe, B KOTOPbIX cogepxaTtcsa AaHHble dannbl. Ecnn xxe aTpnbyThl 6e3onacHOCTM 3agaHbl HeMo-
cpencTBeHHO Ans dawvina, BO3MOXHbI CrieaytoLmne NposBreHns:

. C6paCbIBaPOTCﬂ ABHO 3aJaHHble ANCKPELUMNOHHbIE NMpaBa AO0CTyMNa Npu COXpaHEHUU qaaﬁna;
. C6paCbIBaeTCF| NN USMEHAETCA KaTeropums KOHd)VI,D,eHLI,MaJ'IbHOCTM AOKyMEHTa Npu €ro CoOXpaHeHuu;

e 6nokupyetcs oTkpblITMe dalina C 3afaHHbIMW KaTeropusiMm KoHdUAEHUMaNbHOCTU U3 CETEBOrO
pecypca.

61. YT0ObI 0GEcneunTb KOPPEKTHYI paboTy npunoxeHust Microsoft Word B pexnme KOHTPOMsi NMOTOKOB,
OCYLLECTBMAETCH NepeHanpaBneHne BblBOAA A4S CTaHO4APTHbIX KaTanoroB XpaHeHust wabnoHoB nporpam-
Mbl. CneacTBMEM 3TOro SBMSETCH HE3aBMCMMOCTb CAENaHHbIX n3MeHeHun wabnoHos MS Word B ceccusix
C pasnU4YHbIMW YPOBHSIMU KOH(PMAEHUNANbHOCTM — TaK Kak UCMOMb3yTCHA pasHble Katanory ansd xpaHe-
HWUsi pannoB WabnoHOB. TUpaxMpoBaHWe U3MEHEHUI B LIAONOHe MOXHO BbIMOMHUTL Criegylowmm obpa-
30M: OTKITHOYMTE PEXMM KOHTPOIS NOTOKOB M B pedaktope Word BbINOMHMTE HYXHblE N3MEHEHMS LabrioHa.
3atem BovgnTe B CMCTEMY C NpaBaMu agMUHUCTpaTOpa, KOTOPOMY Ha3HaYeH HauBbICLLMI YPOBEHb OOMYyC-
Ka K KOHpmaeHUMansHoONn UHopmaumm n NnpeaocTaBneHa NpuUBUMErMs Ha yrnpasfieHne KaTeropusMm KOH-
duaeHunansHOCTU. 3arpysnte nporpaMmmy HaCTPOWKM NOACUCTEMbI MOIHOMOYHOIO yNpaBfeHus AOCTYNoOM
W 3anycTuTe NpoLecc HACTPOWkM napameTpoB npunoxeHus Microsoft Office (gna aToro mMoxHO BbIOpaThb
pasgen "BpydHyto | Mporpammel | Microsoft Office” n HaxaTtb kHonky "HacTtpouTs"). o okoH4aHumM npouec-
Ca HaCTPOMKM BKITHOUUTE PEXMM KOHTPONSA MOTOKOB.

62. Ecnu npunoxeHus Microsoft Office Bepcun 2013 6yayT UCnonb3oBaTbCH B pEXUME KOHTPOJS MOTOKOB,
nepen BKITOYEHNEM PEXMMA PEKOMEHOYETCS BbINOMHUTL OYUCTKY KaLla paHee 3arpy>XeHHbIX JOKYMEHTOB U
OTKMOYNTb K3LLMpOBaHMe (4518 BPEMEHHbIX KOMUIA (hanrnoB YCTAaHOBUTL PEXUM yAaneHUs nocrne 3aKpbiThs)
U OFPaHUYMTb BPpEMS XpaHeHus dhannoB B kawwe. [na ynpaBneHus napaMmeTpamuy Kalla JOKYMEHTOB UC-
nonb3yetcs KomnoHeHT "LleHTp oTnpaBku Office 2013". 3anyck 4aHHOro KOMMNOHEHTa Heobxo4MMO BbINosI-
HUTb KaK MMHMMYM OJMH pa3 Ans aBTOMaTU4YeCKOro co3gaHus katanora kawa. [locne atoro Moxet ObiTb
BbINOSIHEHA HACTPOWKa nepeHanpasneHns BbiBOAa hanmnoB C MOMOLLbI0 NPOrpaMmbl HACTPOWKM NoacucTe-
Mbl MOSTHOMOYHOTO yNpaBneHnst 4OCTYMNOM.

1.5.2. OpenOffice
63. ObecneuynBaeTcsa coOBMECTMMOCTb € npunoxeHnem OpenOffice sepcun 4.1.9.

64. [Onsa pabotbl ¢ npunoxerHnem OpenOffice B koHUAEHUMANbHBLIX CECCUSIX PEKOMEHAYETCSA B Mporpam-
M€ HaCTPOWMKM ANs pexuma KOHTPOISIA MOTOKOB BbIMOSIHUTL HACTPOWKY MapameTpoB paboTkl 3TOrO MpuIio-
XeHus. lNMpouecc HaCTPOMKM MOXHO 3anyCTUTb HEMOCPEACTBEHHO AN MpunoxeHus (pasgen "BpyuHyto |
Mporpammebl | Openoffice.org") nnu BKNIOYNTL PEXMM aBTOMATUYECKON HAaCTPOMKU NMPUITOXKEHUS B pa3gerne
"Bpy4ynyto | Mporpammbl" n 3ateM nNnbo BbIMNOMHUTL HACTPOWKY CUCTEMbI C TEKYLLMMW NapamMeTpamu (pas-
aen "ABTomartuyecku"), nMbo HacTpouTb Npodunu nonb3oBatenen (pasgen "BpyyHyto | MNonb3osaTtenu").
Ecnun HacTpoika npunoxeHus He BbINOMHANACb, BO BpeMsi paboTbl B KOHDUAEHUMANbHbLIX Ceccusax npu
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MOMbITKE COXPaHEHMWsI U3MEHEHWUI MOTYT YAansTbCs HEKOHDUAeHUManbHble daiinbl, pacrosnoXeHHble B He-
KOH(MAEHUMANbHBIX KaTarorax.

1.5.3. LibreOffice

65. OGecne4rBaeTca coBMeCTMMOCTb co naketom LibreOffice Bepcun 7.1.1.

1.6. Mpoayxrbl koMmnaHnum Adobe Systems

1.6.1. Adobe Reader

66. ObGecne4yrBaeTca COBMECTUMOCTb C PYCCKMMW U aHIMUACKMMK Bepcusimn npunoxenns Adobe Acrobat
Reader DC (15.0) c y4eToM 0COBEHHOCTEWN, U3NOXKEHHbIX HUXE.

67. Ecnu B npunoxeHun Adobe Reader gencTByeT 3alumLLeHHbIA pexnm npu 3anycke (Protected Mode at
startup), nposBNAIOTCS cneayoLne ocobeHHOCTH:

e HEBO3MOXHO BbIMNO/HUTbL KOMMpPOBaHME MHGOPMaLMKN U3 M30AMPOBaHHOrO npouecca Adobe Reader
B 3TOT Xe€ npoLecc;

e MpW BKJIIOYEHHOM peXMMe KOHTPOJIS MOTOKOB MepBbl 3anyck npunoxeHus Adobe Reader HyXHO
BbIMNO/IHUTb B HEKOHdMAEHUMaNbHON ceccnun. MIHavye npu pabote B KOHPUAEHUMANbHbBIX CECCUSX
MOTryT BO3HMKaTb COOM Npu neyaTu AOKYMEHTOB.

PekomeHpaumm: 3alLuLLEHHbI PEXIM MOXKHO OTKIIOYUTb B AXaNOroBOM OKHE HACTPOIAKM CBOMCTB NpunoxeHus. [ins Bbi3osa
[JVarnoroBoro OKHa UCMOMb3yiTe COOTBETCTBYHOLLYIO KOMAHAY MEHI0 B 3aBUCUMOCTW OT BEPCUW 1 NTOKaIN3aLmmu NPUIOXeHNs
(Hanpumep, "PenaktvpoBanue | YctaHosku" unn "Edit | Preferences”). B gnanoroBom okHe nepeiiguTte K pasgeny, B KOTOPOM
npeacTaBneH napameTp "BkiiounTb 3alUmLLIEHHbIR pexum npu 3anycke” ("Enable Protected Mode at startup”) u yganute otmer-
Ky 13 aTOro nonsi. YkasaHHblil napameTp MoXeT ObiTb NPEACTaBNEH, B 3aBUCUMOCTY OT BEPCUM M NOKanM3aLmMi NpUIOXeHUs, B
pasgene "3awwuTa (noBbIleHHbIN YpoBeHb)" ("Security (Enhanced)”) unm "OcHoeHble" ("General”). Mocne oTkntoveHns pexuma
nepesanycTuTe NPUIoxXeHue.

68. B npunoxeHun Adobe Reader npu pabote B kKOHUAEHUMANBHOW CECCUN HE CrieayeT BHOCUTb U3Me-
HEHWs1 B OTKPbITbI HEKOHUAEHUNANbHbLIN ans, KOTOPbIA PacnonoXeH B HEKOHMAEeHLManbHOM KaTarno-
re. NHa4ye npu nonbiTke COXpaHEeHWs U3MeHeHun cparn OGyaeT yaaneH B UCXOOHOM pasMeLleHun wu
nepemMeLLieH BO BPEMEHHbIN KaTanor (Mpy 3TOM B XXypHane 6yayT coxpaHeHbl cBeaeHUsa 06 3ToM cobbITun).
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2. OcobeHHOoCTM paboTbl ¢ apyrum NO

2.1. "KontuHeHT-AIl"

69. [Mpu coBmecTHOM dpyHKUMOHMpoBaHUN ¢ CK3W "KoHTuHeHT-Al" Bepcun 3.7.5 B XypHane npunoxeHuin
Windows moryT peructpupoBaTtbcs cobbiTus "3anpolueHHasa Bepcus siapa He nogaepxmsaeTca”. 3Tu co-
ObITUA He OKa3blBAKOT HUKAKOro BNUSHMSA Ha paboTocnocobHOCTL 06oMX NPoAykToB. [ns nogasneHus ux
pernctpaumm B kntoye cuctemHoro peectpa HKLM\System\CurrentControlSet\Services\SnCCO cospganTte
(ecnu oH otcytcTByeT) napametp NoReportError (Tun REG_DWORD) 1 npucBonTe emy 3Ha4yeHue, OTnmny-
HO€E OT Hyns.

2.2. ViPNet CSP

70. Ecnu Ha komnbloTepe yctaHoBrieHo 10 "ViPNet CSP" u "Kpuntollpo CSP", pexum COBMECTUMOCTU C
Microsoft CryptoAPI gomkeH OblTb BKITHOUYEH TOSIBKO B OOHOM M3 3TUX NPoAyKToB. MHave mMoryT nepuognye-
CKU BO3HMKaTb cbon paboTbl cuctembl. CBEAEHUS O HACTPOMKE COBMECTHOW paboTbl MPOAYKTOB CM. B AO-
KymeHTauun Ha T[1O "ViPNet CSP". Tlpm ycTtaHoBke knueHta Secret Net Studio aBToMaTtuyecku
npoeepsietca Hanuume MO "ViPNet CSP" n "Kpuntollpo CSP", n B cnyyae obGHapyXeHuUsi HeCcTabunbHOM
KOHMrypauum yctaHoBKa NpepbiBaeTcs C Bblgavyeln COOTBETCTBYOLWEro coobuwenus. Ecnn ykasanHoe O
yCTaHaBNMBaETCsl MOCMe YCTAHOBKWM KIMEHTa, pPeKOMeHOyeTCcsl cHadana ycTaHoBuTb npogykt "ViPNet
CSP", 3atem "Kpuntollpo CSP" n nocne aToro HaCTpoUTb UX COBMECTHYIO paboTy.

2.3. Symantec AntiVirus

71. [Mpu coBmecTHom paboTte ¢ MO Symantec AntiVirus Bepcun 10.0 MoryT permctpmpoBaTbCa HapyLLeHUs
LLerIoCTHOCTM U3-3a TOro, YTO AaHHOE NPUNOXEHNE B KaXOOM ceaHce perncrpupyet u yaandeTt cobCcTBeH-
HYl0 cnyx0y B peecTpe.

PexomeHpaumun: [lpu HeobxoaumocT uCnonb3oBaHust Symantec AntiVirus CHUMWTE C  KOHTPONSt BETBM peecTpa
HKLM\System\CurrentControlSet\Services\EraserUtilDrv10500 n HKLM\System\CurrentControlSet\Services.

2.4. Bbpay3epbl

72. MexaHnsm koHTponsa ckpuntoB C3U Secret Net Studio KOHTpPONUPYET BbIMNOMHEHWE CLIEHApUEB, CO-
3[aHHbIX MO TexHomnorum Active Scripts. Ecnu npunoxeHne ucnonb3yeT APYryro TEXHOMOrni obpaboTku
cueHapues (Hanpumep, 6paysep Mozilla Firefox), B 3ToM npunoxeHun nepexsaT CLUeHapueB He OCYLLeCTB-
nsieTcs.

73. WN3-3a ocobeHHOCTeW (hOpMMPOBaHWUSE U 3arpy3ky CLEHapueB Ha MHOMMX MOMNyNnsipHbIX WMHTEPHET-
pecypcax NpoMCXoAuUT aBToMaTudeckas Moandukaums ogHUX U TeX e CLeHapueB Npu obpalleHusix K pa-
Hee 3arpy)XeHHbIM cTpaHuuaM. OTO MPMBOAUT K HEBO3MOXHOCTM MOSTHOLLEHHOrO KOHTPOMS WCMOMHEHWS
cueHapueB (ckpunToB) B Bpay3epe — MOCKOMbKy OOHOBMSieMble CLEHapuM Npu 3arpy3ke CTpaHuL, BOCNpu-
HUMAIOTCS KaK HEU3BECTHbIE, U CUCTEMA PETMCTPUPYET COOTBETCTBYIOLME COObLITUS B XXypHare.

Pexomenpaumm: Ecniv Bpaysep (Hanpumep, Internet Explorer) ncnonb3ayeTcs ans 3arpyski M NpocMOTPa CTPaHuL, 13 MHTEPHe-
Ta, BKIIOYUTE ANS UCNONHAEMOro hailna 3Toro nNpoLecca YHKLMK UCKMIOYEHNUS KOHTPOMS CKpUNTOB. [1ns 9TOro 0TMEThTE Ao-
MOMNHWTENbHBIN NapaMeTp "PaspelleHo BhINONHATL Mtobble ckpunTbl' B Ananore "KOHTPOmb nporpaMM W AaHHbIX" HACTPOKM
napameTpoB pecypca.

2.5. Microsoft Access

74. Tpn BKNIOYEHHOM MeEXaHU3Me 3aTUpaHUs AaHHbIX MOXET MPOU3ONTU YHUUTOXEHUE COOEPXKUMOro
dannos 6a3 gaHHbIX Microsoft Access, ecnv B napameTpax ACCesS BKIOYEH pexuM "CknmaTb Npu 3akpbl-
TMK". 3TO NPONCXOAUT U3-3a 0OCOBEHHOCTUN MpoLeaypbl cxatust annos B nporpamme Microsoft Access —
npuv cxaTuy NnporpaMMa ygansieT CyLecTBYLWMN hann n 3aMeHSAET ero cxxaTbIM.

2.6. Docker

75. Secret Net Studio 6nokupyeT paboty MO Docker BO n3bexaHUe CHMXEHUSI YPOBHS 3aLLMLLEHHOCTU
CUCTEMBbI.
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2.7. Windows Sandbox

76. Secret Net Studio 6nokupyet paboty MO Windows Sandbox BO nsbexaHne CHUKEHUS YPOBHS 3aLln-
LLIEHHOCTW CMCTEMBI.

2.8. HP Client Security

77. Ws-3a ocobeHHocTen peanunsaumm N0 HP Client Security (mpegyctaHaBnMBaeTCs Ha HEKOTOPbLIX MO-
[ensx koMmnbioTepoB koMmnaHun HP), nocne yctaHoBkn C3U Secret Net Studio HEBO3MOXXHO MCNonb3oBaTb
BuomMeTprYECKyt0 aBTOPM3aLMIO C UCMONb30BaHNEM OTNEYaTKOB NasnbLUeB B ykasaHHoM [10.

2.9. PDF24 Creator

78. [Mpu ucnonb3oBaHumn MO PDF24 Creator Bepcumn 7 1 Bbille MOryT BO3HUKATb OLLIMOKM BO Bpemsi npe-
obpasoBaHusa JoKymeHTOB B dhopmat PDF, cBA3aHHble C HEBO3MOXHOCTbIO ObpalleHns K BUpPTyanbHOMY
NPUHTEPY NPUTNOXEHUS.

PekomeHpaaumm: Mpu BO3HUKHOBEHWM OLLMGOK YkaxuTe npuHTep PDF24 PDF B kayecTBe NpuHTEpa No YMOMYaHuio (Ha Bpems
npeobpa3oBaHnst BOKYMEHTa).

000 "KOA BE3OINACHOCTH"

MouToBbIN agpec: | 115127, MockBa, a/a 66
TenedoH: | (495) 982-30-20
E-mail: | info@securitycode.ru
Web: | https://lwww.securitycode.ru
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